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Introduction

� Who am I
� Technology and Cyber Insurance Underwriter

� ACE European Group

� Ex-IT Professional



Where does donor data reside?

� Third-party donation sites

� Donations to own websites

� Donations via mobile devices

� Direct debits

� Sales of merchandise

� Donations via collections



How do you protect your data?

� Encryption all the way

� Nearly half of data breaches due to human 
error

� Lost/stolen laptops & other devices

� Lost/stolen back-up tapes

� If it’s not encrypted and the device is lost 
you have a breach



Cyber insurance protection

� First-Party cover
� Restoration and additional expense

� Loss if income and increased cost of working

� Third-Party Liability cover
� Defamation, plagiarism and infringement

� Breach of privacy and loss of data

� Transmission of virus



The Dark Web



What do I do after a breach?

� Seek legal advice

� Follow ICO guidelines

� Inform insurer

� Ascertain how the breach occurred

� Rectify security issues

� Do you notify donors/consumers?
� Do you hold sufficient information for notification?


